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Q.1

i.

All questions are vonpulsory. (nt wa «fA N)

Sem-V Diploma Exam 2023 (Odd)
(Common Branch) (Theory)

Internet of Things (Basics) (2000505C)

Murks are mentioned on the right side of cach question. ( n sa at stts t t)

In loT, what docs "thing" rcfer to? (IoT
,
""É

ET t?)

(a)Any physicalobject with an IP address (1P t sttr ag)

(b) A vinual concept oniy (a A TKT)

iv.

Choose the most suitable answer fron the following options.

(R aR f)
(b) To conncct IoT devices to the cloud

ii. What is the primary purpose of the IoT gateway? (IoT Aat i aftrs sÈA R: ?)

(a) To storc data

(b) A singlc device or senso: (Ë 3Ij I tR)

il. What is a "Node" in an IoT system? (IoT REA"te"
(a) The ccntral server (*s)

(a) Database management (3: säu=)

vi.

Group (A) (gr -)

Roll No:

(a) Google Cloud Platform (b) Azure

What role does AWS loT Core play in the AWS ecosystem?

(^WS loT Core AWS Rf a ž ynt f ?)

(z)

(b) loT device management an communication (IoT gfs yavT stt dar)

(b) To regulate the spced of devices

(c) To process data locally

(d) To monitor device tempcrature
(aft: TGUG fR f)

(d) To act as a firewall

V. Which cloud provider offers services like loT Hub and IoT Central?

?)

(c) Human beings ()
(d) Software appiications (t e)

(c) The communication protocol (at sttair)
(d) The programming languagc uscd (sg aT )

(c) AWS

(AWS)
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(c) To cnsure interoperability and efficient data exchange between devices

|Max. Marks: 70)

Why are communication prolocols essential in loT systems? (IoT Rite itai TRRE N?)

(a) To control the physical appearance of devices

(1*20=20)

Eis3B183BA8785B775DADO07504CD591

(c) Video streaming (t)
(d) Social networking (e ta)

(a) IBM Cloud

(2000505C)



vi.
(a) To regulate device power consumption (fts faseft aVA faftfr à c)

To fxcilitate real-time communication between devices (rvt t tu arzn tt ym fer)
(c) To deteminc the location of devices (3-5

(d) To control device shapc (sfr TAT

vii.

(a) Home heating systcms (Ei CyiSe)
(b) Augmented reality gaming (#atraa;A)

ix.

What is ihe prirnary rolc of MQTT in loT? (loT MQT"T sa ft ?)

(b) By analyzing data (še fa)

How does Pyhon contribute to IoT API integration? (Python IoT API fr tà st n ?)
(a) By controlling devicc power(stfnr Rà)

(c) By interfacing with sensors (ErE S

X.

Whick of the following is a common application of Bluetooth Low Energy?

xi.

(b) Limitcd range ( )

(d) Bv providing libraries and frameworks for APl development (gtarË frare ferr y«aITT ttsu )

What is the prirmary limitation of Wi-Fi for loT devices? (IoT s4i-
(2) Large powcr consumption (3fk faefi Gc)

(a) Sensor

xii.

(E)

xiii.

RH Aufta

f)

(a) 4G

(b)Actuator

(ogyea)

(c) To analyze (2 aI A)

xiv.

)

in loT applications, what can a thern:ocouple be classified as?

What is the prirmary furction of e development board in loT? (loT * RerE ti i ad t?)
(a) To store data (tzx ê)

fA)

(c) Heavy machinery control (7t 5tt frgu)

(d) Satellite communication (34u8 turc)

(b) To provide a platform for testing and programming loT devices

(d) To contro! device power (fsa:e , e fe)

(b) Bluetooth

TUA É=: T?)
(c) Low data transfer rates (Ža 3iazy )
(d) High cost (3 sa)

What is the purpose of using Wi-Fi libraries

(b)To store data ( ien f)

(c) Transducer
(greyea)

(a) To control dcvice powcr (ufm i fes factie oà fr)

Whick wizeless network is commonly used for short-range communication between IoT devices?

(c) Wi-Fi

IoT development?

(d) Power supply unit
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(c) To facilita:e communication between devices over a Wi-Fi network (aI- Azah gtn t te tn f gfa; * fere)

(d) To analyzc data (8a 41 fa Eà à fe)

El53B183BA8785B77SDADO07504CD591

(d) ZigBec

(2000505C)



(a) A scnsor

(b) A wireless network

What is NodeMCU in the context of loT? (loT t NodeMC T?)
(va, it)

(a) Through wireless communication only

( aaid Aenk)

(b) Usiup phynieal wires und pins

(a) Advanecd Programming Interface
t: terìu)

(a)

How ure seSors typically connected to devclopment boards in an loT system?

(
(b) Applieation Programming Intcrface

(arfrti t eci)

xvill, In REST, wnt is a resourcc? (REST, ta ?)

(a) A nhysival device only

(b) A vilual gonccpt only

XX.

What docs APl stand for in the context of loT? (IoT tAPI ! 35e ?)

Q.2

(c) Botl RiST und SOAP usc XML (REST sx SOAP

(c) A dcvclopmcnt board bascd on ESP8266
(ESP8266 t 3Iufke fama t)

(d) A programming language

(d) Both REST und SOA use JSON (REST SOAP

(c) Via satcllite signals

(d) Through Bl:uctooth conncction

ST UnC XMI., while SOAP uses JSON (REST XML: 3 3,a SOAP JSON 3aT i 8)
(b) RERTáes JSON, while SOAP uscs XML (REST JSON

(b) Service Oriented AP Protocol

(c) Automated Processing Interface

IJuw does REST dilfer from SOAP in terms of data format?

(d) Advanced Processing Interface

(c) Any entity that can be identified and manipulated

(d) A type of AP]

WhutdCN SOAP stand for in the context of loT? (loT te SOAP 3 ?)
(u) Simple Objeet Aecess Prolocol

3uH in &, a SOAP XML 7 Kdi )
XML 3T4 t)
JSON T T )

(c) Systcm Output and Access Protocol

(d) Secure Object Access Protocol

Group (B) (g -)

Write sone of the challcnges associated with inplementing loT solutions.

OR (3ruar)Deseribe the concept of 10T.Explain the function of each block of the basic 1OT system.
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Q3

Q.4

Explain the ZigBee comunication protocol with advantages and its applications.

Q.6

Explain the Long Range (LoRa) communication technology, cmphasizing its advantages in terms
of range and power consumption

OR (3Tat)

Discuss thc various laycrs of IOT. Explain with ncat skctch.

Differentiate between lIOT and I0T.
(10T IOT ER AEAI)

Q5 Explain the role of SOAP protocol in IOT applications and Discuss situations where SOAP
might be prefered over other protocols, considering factors iike security and reliability.

OR (Ua)

)

OR (rUar)

Explore the role of WiFilibraries in loT development, cspecially in the context of wireless
communication. Discuss some popular WiFi libraries.

Differertiate between SOAP and REST APIs.
(SOAP REST API iK SE )

OR (3rar)

Explain the role of APls in the context of the loT. Discuss how APIs enable communication
bctvccn different softwarc componcnts.

Group (C)(gT - )

0.7 Compare and contrast the features and services offered by major loT platforms like A wS, Azure,
andGCP. Discuss the factors that organizations might consider when choosing a platfom for
their loT projects.

OR (3rUar)
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spplications.

0.8

Q.9

Provide a detailed explanation of the MQTT protocol, emphasizing the roles of broker.
subscriber, and publisher. Discuss how these components work together in an MQTT-bascd loT
system.

Provide exanples of real-world applications where loT is making a significant in field of
healthcare & agriculture.

OR (Uq)

Provide an overview of NodeMCU, including its block diagram and core functions. Discuss how
NodcMCUfacilitates lo'T development and its compatibility with various sensors.

Describe the fundamentals of Bluetooth Low Energy (BLE) and how it differs from classic
Bluetooth. Discuss the applications of BLE in IoT devices, considering factors like power
consumption and device connectivity.

OR (Har)
Explorc thc usc of Wi-Fi as a communication protocol in IoT. Discuss its advantages and
limitations in IoT applications.

Q.10 Explain the fundamental differences between sensors and actuators in the context of loT. Provide
Cxamples of cach and discuss how they contribute to the overall functionality of IoT systems.

OR (31Uar)

Explain the significance of development boards in loT prototyping and development. Compare
and contrast differcnt classifications of development boards, considering factors like

functionality and compatibility.

Q.11 Write the short notes on (a) Python in I0T (b) IOTA tangle
(tfAr fzuft ferä - () 163ir qqTa () 3r3tt 3AGA)

OR (reat)
Write the short uotes on (a) JSON (b) IoT for Security and Law Enlorcement
(tfr feuuf feä - () JSON () T BAT GH JAÁT fry Lo'T)
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