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Roll No:- f1 518219 0\4-

Sem-V Diploma Exam 2023 (Odd)
(Common Branch) (Theory)
Internet of Things (Basics) (2000505C) {Max. Marks: 70)

[Time: 3 Hours|

All questions are vompulsory. (xft wa afvard @)
Marks are mentioned on the right side of cach question. (3% wh v 3 o 37 3t%7 2 §)

Group (A) G ~v)
Choose the most suitable answer from the following options.
(wrerifires s faywew = e fra)): -

Q. (1*20=20)

i n 10T, what does "thing" refer to? (loT &, “awg" & o wer §2)
(2) Any physical object with an 1P address (IP w@ =l = o v )
{b) A virtual concept only (S5 T INRY FTEEN)

(¢) Human beings (53%)
(d) Software appiications (== ¥3527)

What is the primary purpose of the IoT gateway? (IoT %es =1 wrafis stva = 87)

ii.
_(c) To process data locally

(a) To store data
(v En s & TwR) (o = =T &€ & S8 7)
(b) To conneet loT devices to the cloud (d) To act as a firewall
R (FRReTE ¥ w5 FE )

UL\T 'S:?F‘B"\ RS -SSRt

What is 2 "Node" in an ToT system? (IoT = & "Ais" =1 87)
(c) The communication protocol (F5% =)

(d) The programming language used (5% s 5¥7)

iil.
(2) The central server (557 7%)
(b) A single device or scnsor (T TE 39 41 35)

What role does AWS JoT Core play in the AWS ecosystem?

iv.
(AWS IoT Core AWS =<t &3 % =1 wfie farar §2)

(¢) Video streaming (377%& £57)

(a) Dutabase management (3% yau=)
(d) Social networking (Fv< "@a® 1)

(b) [oT device management and communication (ToT gt v ¥k =)

1

Which cloud provider offers services like [oT Hub and IoT Central?

V.
(7= & waze wee [oT & o [oT Fgw ¥ dard wer= o 27)
() Google Cloud Platform  (b) Azure (c) AWS () IBM Cloud
7 (AWS) (i %eT3g)

(717 FATIZ wHETE) (375%)

vi.  Why are communication protocols essential in IoT systems? (ToT fisesi § 6o Sewie =) siawss 17)

(a) To control the physical appearance of devices

(e & viifas aafiafe & Rafie o & fang)
(b) To regulate the speed of devices

(zuaset & nfa =1 fofmafug =3 % fug)

(¢) To ensure interoperability and efficient data exchange between devices

(3T, 5 W57 st 9 zne & fafg giifud @)
(d) To monitor device temperature

(& & owm & e & )
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vii.  What is the primary role of MQTT in [oT? (loT 3 MQTT &t sl wfyw w 27)
(a) To regulate device power consumption (3fts &t faselt wua = fafrafm & & for)

(b) To facilitate real-time communication between devices (SRR % stw avafas s da 9 ghen ¥ 7)
(c) To determine the location of devices (3eswst a1 i Fuifa %0 & fi)

(d) To control device shape (g s =t Hibe = & )

Which of the following is a common application of Bluetooth Low Energy?

viil.
(=it £ 2 &% o ooy @ Gell & w spsa 87)
(a) Home heating systcms (e &9 SeE) (c) Heavy machinery control (sft s=id f32)
(b) Augmented reality gaming (FaT T a=e =) (d) Satellite communication (3% ¥=%)

ix. How does Python contribute to IoT APl integration? (Python ToT API e % &% srra= %1 ¥7)
(a) By controlling device power (57 5 e e ww)
(b) By analyzing data (3T =7 &30 557)
(c) By interfacing with sensors (F= ¥ ¥ fem #i%)
(d) By providing libraries and frameworks for APl development (e o % fore smied AR TN 5 )

X. What is the primary limitation of Wi-Fi for IoT devices? (IoT el & R TR o s € 521 R7)

(2) Large power consumption (3f= fewieli = &5@) (c) Low data transfer rates (¥= Sa1 3w &)

(b) Limited range (e €%) (d) High cost (3= =3)

xi. in 10T zpplications, what can a thermocouple be classified as?

(2) Sensor (b) Actuator (c) Transducer (d) Power supply unit
(&) (=) ) (Rt a1 7o)

xil. What is the primary furctior of 2 development board in 10T? (JoT * fierw 572 7 X== = =T R?)
(2) To store daa (32 =3 &= % oK)
(b) To provide a platform for testing and programming loT devices
(ToT we=" & sham R Sl & i T 7= 505 F4)
(c) To analyze (3T =7 559 %= & %)
() To contro! device power (e i o & =5 e & o)

Whick wireless network is commonly used for short-range communication between IoT devices?

xiiL
(10T 25571 % &% &= €8 & ¥oR & g wvdi 51 o s Jeadh #1 354 e s §7)
(2) 4G (b) Bluetooth (¢) Wi-Fi (d) ZigBec

xiv.  What is the purpose of using Wi-Fi librarics in IoT development?
(JoT faui & aré-wrd emeadt o 5L &35 & TG o4l R7)
(a} To control device power (g i aifes #1 faefie =33 & fa)
(p) To store data (220 it @i 5 {dy) ‘
(c) To facilitaie communication between devices over a Wi-Fi network (sté-wid fzash = 3t & €9 s & glaw 5 forg)
(d) To analyzc data (221 41 fasiov &3 & ) g
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XV What is NodeMCU in the context of [oT9 (loT % &f it NodeMCU a1 87)

(2) A sensor (c) A development board based on ESP8266
(v, et (ESP8266 at stwrfier < fama @)

(b) A wireless network (d) A programming language
(qw mmidE deaik)

(= Sz vny)
xvl.  How ure seosors typically connected o development boards in an [oT system?
(ol seielt § S armnde wo g vl @ & TTNEY)
(a) Through wireless communication only (¢) Via satellite signals
(M T ERE T A ) (37 vt 3 e &)
(L) Uslitg pliysical wires und ping (d) Through Bluctooth connection
(vifere S e ) wer e )

(sejge =aa= o wrma §)
XV What does AP stand for in the context of [0T? (IoT & g2 3 API s sz s:¢ 27)
(@) Advanced Programming Interface (c) Automated Processing Interface
(v=n oAt dothu) o (Tl v o)
i (b) Applieation Programming Interface (d) Advanced Processing Interface
: (asheses Ppiin fetw) (T TR sw)

g »

xvill. 15 REST, what is a resource? (REST =, i = 39)
(@) A physieal device only
(A v sBhew, gfin)

(c) Any entity that can be identified and manipulated

(K o = 52 s s R s swa b)
d (d) A type of AP]
(9.4 1% ¥Todh s ‘ = :

(= v = ard)

xix,  [luw docg REST differ from SOAP in terms of data format?
(85 pew & dpd & REST SOAP @ fis s o= 29)

(2) I8 | uses XML, while SOAP uses JSON (REST XML = 3wt 55w &, a5 SOAP JSON & 352 wwan §)

(b) REST uses JSON, while SOAP uses XML (REST JSON = 35 aan 8, e SOAP XML & 352w &<t 2)
(c) Both RIST und SOAP use XML (REST sft SOAP 251 XML st 3wt 53 &)
(d) Both RES'T und SOAP use JSON (REST % SOAP 25 JSON a1 358 st %)

(B A vittusl coneept only

T AN e

XX, Wihiut does SOAP stand for in the context of 1oT? (loT & &&i & SOAP w1 5571 379 ®7?)

(2) Shmple Objeet Access Protocol (c) System Output and Access Protocol
(Wt Sredus magu sane)

(b) Bervice Oriented API Protocol

(fresr smege 39k e WidTeer)
(e goqig whpid dawia)

(d) Secure Object Access Protocol
(gefea sfiaee waewt SIET)

Group (B) (yu -=)
Write some of the challenges associated with implementing 10T solutions,
(0T awmndi 1 @np 433 8 9@ o ARG ) forc)

Q.2

4
A OR (arumn)
Describe the coneept of IOT.Explain the function of each block of the basic IOT system, 4
(O 3 v ks il wfend) 10T sireht % veda we @, &l o) ura i) .
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Q.3

Q.6

Q.7

Explain the ZigBee communication protocol with advantages and its apphcatxom
(ZigBee dar Mwie H @ o 39 Sy & T ST )

OR (awan)

E\plam the Long Range (L.oRa) communication technology, cmphasxzmg its advantages in terms
ol range and power consumption

(¥ & (LoRa) svx colw A s o, W ot Al N wma S el S ws ey = ferg)

Discuss the various layers of IOT. Explain with ncat sketch.
(10T = = <@ = o W2 0 QTN §RT Sqredi wi)

OR (stuam)

Differentiate between 11OT and 10T.
(MIOT =K IOT S S= s = =)

Explain the role of SOAP protocol in IOT applications and Discuss situations where SOAP
might be preferred over other protocols, considering factors like security and reliability.

(IOTs:rw.“r”“SOAPfaﬁa“—em VTERT Y RSN S 3 RUCLT & S5 B ”ETF‘E’T&K%’EF""C?'c'v—f’“\o:.-x
T = S0 I T R TSR A IR E) )
~ * OR (ar¥am)

Explore the role of WiFi libraries in IoT development, cspecially in the context of wireless
communication. Discuss some popular WiFi libraries.

(10T fowF & e i = o 5 3w =R, ﬁ:‘s-vvmrv—"mm"i'@a%&a*s—“m ErarcdTy

== wa)

Differentiate between SOAP and REST APlIs.
(SOAP X REST AP]l = &< sim e &)
OR (zrran)

-

Explain the role of APIs in the context of the IoT. Discuss how APIs enable communication
benween different softwarc componcents, b

(IoT = ¥ & AP] & sfrer w2 =t =men & & qftans B fiweams el & o dom 3R = §)
Group (C) (v - #)

Compare ard contrast the features and services offered by major loT platforms like AWS, Azure,
and GCP. Discuss the factors that organizations might consider when choosing a platform for
iheir loT projects.

(AWS, Azure 3% GCP 3% wyw loT @ewiH a1 &) o wreft glawmadl ofk Jani A e R ik et W
Fel W wdl o e o @ee o [oT Sl & fog wewt i we four o e §1)

OR (arua)

e
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Q.8

Q.9

Q.10

Q.11

Provide a detailed explanation of the MQTT protocol, emphasizing the roles of broker,
subscriber, and publisher. Discuss how these components work together in an MQTT-based 10T
system.

(R, 5w Ry 1 il TSR 20 g MQTT sidisiet &1 feqe erw vam &t =5mes o5 5 % oo
MQTT-smrf loT serell 3 T wra 2 s & 31)

Provide examples of real-world applications where IoT is making a significant in field of
healthcare & agriculture.

(7=l g & argﬁ’rnanmwmﬁaﬁIona%@mﬂa&ﬁt?pﬁ%‘mﬁmﬁm%m%[)
OR (sry=n)

Provide an overview of NodeMCU, including its block diagram and core functions. Discuss how
NodeMCU facilitates loT development and its compatibility with various sensors.

(5= S s oiw g == wiee NodeMCU =1 sfasite YoM =1 omedt & 7 5% NodeMCU loT &= o5t
S S0 F W T STgpec] T GiadTee ST §)

Describe the fundamentals of Bluetooth Low Energy (BLE) and how it differs from classic

Bluetooth. Discuss the applications of BLE in IoT devices, considering factors like power
consumption and device connectivity.

(coga < st (RIee) & o gt = 9w o i a5 e sogy & 9 R 3 Rl 9 wa o feares e
EE —rt-?q-%*ﬁaﬁ‘cr"q [oT s7=tt & BLE & a1t w el wt))

OR (eremm)
Expiorc the use of Wi-Fi as a communication pxotocol in ToT. Discuss its advantages and
limijtations in IoT applications.

(IoT # domt Semie & & & ard-rd & 9w a swamw ) JoT it g wmit oi siemedl  avi =)

Explain the fundamental differences between sensors and actuators in the context of IoT. P10v1de
cxamples of cach and discuss how they contribute to the overall functionality of ToT systems.
(loT & dext 3 9o ¥ Trased & o § of w0 {1 wels & IEawr Yo @t afitavh =t f6 3 loT faw &t ovm deer 4
TITEH S ¥ €)

OR (arygan)
Explain the significance of development boards in [oT prototyping and developm.em. Compare
and contrast different classifications of development boards, considering factors like
functionality and compatibility, . )
(IoT sidrerfin i oo % faey 415t & wew £t =men =4 Fﬂémaﬁtwﬁmmwﬁmm&ﬁm
el 7 fafie arfleell &t germ FX +iR 39 i Ty )

Write the short notes on (a) Python in IOT (b) IOTA tangle

(sl fewht ferd - (@) *nésidl 3 qrguT (A) endafidiq aegm)

OR (aryam)
Write the short notes on (a) JSON (b) IoT for Security and Law Enforcement
(fiw fewrofi ferd - (T) JSON (dfr) weam afie s wardw & ferg Lo T)

KhNNK
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